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Transferring the traditional business model for selling digital goods linked to physical 
media to the online world leads to the need for a system to protect digital intellectual 
property. Digital Rights Management(DRM) is a system to protect high-value digital assets 
and control the distribution and usage of those digital assets. This paper presents a 
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The advances in multimedia technologies have created opportunities for Internet pirates, 
who can copy multimedia documents and illegally distribute them, thus violating the legal 
rights of document owners or web content providers. Such a situation is an actual threat 
particularly for web content providers, which often have neither the technical competence 
nor the economical advantage to directly implement effective security services to combat 
the unauthorized trading of their distributed multlme ... 
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Insider attack is one of the most serious cybersecurity threats to corporate America. 
Among all insider threats, information theft Is considered the most damaging in terms of 
potential financial loss. Moreover, it is also especially difficult to detect and prevent, 
because in many cases the attacker has the proper authority to access the stolen 
information. According to the 2003 CSI/FBI Computer Crime and Security Survey, theft of 
proprietary information was the single largest category of los ... 
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Current search engines crawl the Web, download content, and digest this content locally. 
For multimedia content, this involves considerable volumes of data. Furthermore, this 
process covers only publicly available content because content providers are concerned 
that they otherwise loose control over the distribution of their intellectual property. We 
present the prototype of our secure and distributed search engine, which dynamically 
pushes content based feature extraction to image providers. Th ... 
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We introduce dynamic watermarking techniques for protecting the value of intellectual 
property of CAD and compilation tools and reusable design components. The essence of 
the new approach is the addition of a set of design and timing constraints which encodes 
the author's signature. The constraints are selected in such a way that they result in a 
minimal hardware overhead while embedding a unique signature that is difficult to 
remove and forge. Techniques are applicable in conjunction with an ar ... 

Keywords: Intellectual property protection, behavioral synthesis, watermarking 



^ Protected interactive 3D graphics via remote renderin g 

^ David Koller, Michael Turitzin, Marc Levoy, Marco Tarini, Giuseppe Croccia, Paolo Cignoni, 
^ Roberto Scopigno 

August 2004 ACM Transactions on Graphics (TOG) , ACM SIGGRAPH 2004 Papers 

SXGGRAPH '04, Volume 23 Issue 3 
Publisher: ACM Press 

Full text available: ■p| pdf(368.19 KB) Additional Information: full citation . abstr?d. references , citings. in_dex 

. _ _ _ _ _ _ terms " " - 

Valuable 3D graphical models, such as high-resolution digital scans of cultural heritage 
objects, may require protection to prevent piracy or misuse, while still allowing for 
interactive display and manipulation by a widespread audience. We have investigated 
techniques for protecting 3D graphics content, and we have developed a remote 
rendering system suitable for sharing archives of 3D models while protecting the 3D 
geometry from unauthorized extraction. The system consists of a 3D viewer clien ... 
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Software watermarking consists in the Intentional embedding of Indelible stegoslgnatures 
or watermarks into the subject software and extraction of the stegoslgnatures embedded 
in the stegoprograms for purposes such as intellectual property protection. We introduce 
the novel concept of abstract software watermarking. The basic Idea is that the 
watermark is hidden in the program code in such a way that it can only be extracted by 
an abstract interpretation of the (maybe non-standard) concre ... 
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XML [15] has become a standard format for information that moves within the World 
- Wide Web. Previous work in securing XML documents concentrated mainly on textual 
documents. Those proposals are ineffective in the context of multimedia, which mostly 
comprises of some sensible combination of images, text, audio, and video. As multimedia 
constitutes a significant component of the traffic within the Internet, it requires to be 
secured. We propose an access control model and an encryption mechanism t ... 
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